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INTRODUCTION

The INOC is a TelePacific web-based tool, which provides the ability to monitor your sites
connected to your TelePacific VPN and manage your VPN Remote Access user accounts. The
TelePacific INOC gives you greater visibility and control of your services, and as always, the
TelePacific’'s Customer Technical Support Center is only a call away.

Account Administration
. 3 | Account Sdnin |

The Account Administration section enables you to manage various aspects of your iNOC
account as you are able to manage your company'’s profile, login information, site information
and iINOC permissions. All of these can be helpful in monitoring your VPN and ensuring that
only the appropriate people have access to the system.

Management Tools

| }h-l sanagenvent Tools |

The Management Tools section contains the heart of the INOC's capabilities, as it includes
Network Management and Hosted Services sub-menus. The Network Management sub-menu
offers the ability to View Map, View Sites, View Site Outages and Manage Sites, while the
Hosted Services section allows you to manage your VPN Remote Access user accounts, if
applicable.

Contact Us

| > | Contact Us

The Contact Us section provides you with various TelePacific contact numbers (Sales,
Customer Care and Technical Support).
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USING THE INOC

Accessing and Logging into the iNOC

In order to access the iINOC, you must first have a Company ID, User ID and Password, which
are provided to you by your TelePacific Project Coordinator. This information will be provided to
you once your first site has been installed with your TelePacific VPN service.

To access and log-into the iINOC, you must go
to http://vpnnms.telepacific.com.

| bk - O D @ Qseach Garavortes Qrese B B- B = B ¥ & I
addess [&] hitorf/vporisteepachc. comfLaginiLogin aspx =] oo ks ?)

I EHNOC™

R

+ ................................................... Log|n ..................................................... 4
Enter your Company ID, User ID and ;
Password in the applicable fields and select CermpAn D]
Submit. User ID:
Password:

¥ Remember me

Click here if vou forgot your password

Click here to create a new SMAP Wiew Account

Welcome to iNOC 5.0

Welcome to the iINOC.

=

I um ‘ G cieateaty
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Account Administration

Account Administration enables you to manage various aspects of your iNOC account
(company profile, login information, site information and iINOC permissions).

From the Welcome screen, you can access Account
Administration by clicking the arrow to the left of
Account Admin.

Profile Management The Profile Management sub-menu includes
Manage Login and Manage Account. The Manage
Login section enables you to modify your user
name and password, while the Manage Account
enables you to modify your iNOC's primary contact
information.

Manage Login
The “Manage Login” screen is where you can modify your user name and
password by clicking on the “Modify” button:

Simply enter the new information and click
“submit”.

Manage Account

The “Manage Account” screen is where you can modify your basic account
information by clicking on the “Modify” button:

Simply enter the new information and click
“submit”. This information does not get sent
back to TelePacific. Rather it is available to
customers for their convenience.
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Permissions Management

Permissions Management includes functionality to add,
change or delete the various permission settings for
accessing the INOC. Within this section, customers may
identify other INOC administrators and/or include
individuals only requiring partial access to the system.
TelePacific recommends limiting the number of
individuals having administrative privileges.

To modify the privileges of any user,
expand the lists on the “Permission
Management” screen:

Each user can be clicked on to
manage their account privileges,
and new users or groups may be
created. In the following screen,
the “test” user has been selected
by clicking on that user:

Each of the buttons above perform a different function.
- Cancel — Returns to the previous screen without making any changes.

Set Menu — Allows assignment of the different menus and activities that the user can
perform in the iNOC.
Set Tree — Used when multiple INOC accounts are combined into a single master
account to control access to those accounts. Normally not enabled for TelePacific
customers.
Set Action — Defines the specific activities that a user can perform with regards to the
iNOC.
Delete — Deletes the INOC account that is currently active.

A number of these buttons open additional screens, which require some explanation.
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The “Set Menu” button will open a screen that displays all of the available menu items in a
hierarchical tree so that individual screens can be made visible for a given INOC user. The
following screenshot shows this screen for the “test” account with the tree fully expanded and a
number of options enabled.

In this example, the user “test” will see the following menus:
Account Admin, including the “Manage Login” and “Manage Account” options.
Management Tools including:
0 Network Management — View Sites
0 Network Management — View Map
o Network Management — View Site Outages
The Contact Us menu

The permission(s) that are not checked will not be viewable by the specific user. In this
example, “test” would not be able to see the “Manage Sites” option under “Management Tools —
Network Management.”

The “Set Action” button will allow more granular control of the options that an individual user can
perform under any menu. This again brings up a screen with a hierarchical tree:

Each item in the tree corresponds to a
management function for the INOC
that the selected user can perform.
Only the lowest levels of the tree are
selectable, as they define what
screens allow a user to modify a
profile for the INOC. In the example
on the next page, the “Manage

Users” item has been selected by
clicking on it.
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By filling in one of the check boxes on this screen, the user is assigned the ability to perform
that particular function. For example, checking the “Add User” box while leaving all of the other
options blank would allow the user “test” to create a new user, but not permit him to manage
permissions, delete a user, or add the user to a group. Once the appropriate check boxes have
been filled out, click on “Save” to save the changes.

iINOC Welcome Package 4 8 of 20



INOC Welcome Package and Instruction Booklet

Management Tools

The Management Tools section is where you will spend the majority of your time when using the
iINOC. This section contains the heart of the INOC’s capabilities, as it includes Network
Management and Hosted Services sub-menus. The Network Management sub-menu offers the
ability to View Map, View Sites, View Site Outages and Manage Sites, while the Hosted
Services section allows you to manage your VPN Remote Access user accounts.

The following image displays the Management Tools menu and sub-menu for Network

Management.

The following table describes each of the Management Tools options:

Network Management

Sub Menu Item Description
View Map Displays a map of the United States, in which
each state with an active VPN site is green,
yellow or red.
View Sites Displays a list of all active VPN sites, their

current status (green, yellow or red) and network
performance statistics.

View Site Outages

Displays a list of any VPN site that is currently
experiencing an outage (red).

Manage Sites

Provides the customer with the ability to view
and change the information associated with
each site (site name, address, etc.).

Hosted Services

Manage Dial-up

Provides access to the VPN Remote Access
portion of the INOC, which is where customers
will maintain their VPN Remote Access user
accounts, passwords, etc.

iINOC Welcome Package 4

9 of 20




INOC Welcome Package and Instruction Booklet

View Map

The following image illustrates the View Map option:

Each state where you have a VPN location will be displayed
in Green, Yellow or Red, depending upon the status of the
applicable sites.

Description of Site Status:

Site

Status Status Description Possible Causes

Blue Data is not being collected for | This state may be displayed for sites that have just been
this device at this time. added to the iINOC for monitoring or for sites where SNMP

polls are not being received and/or have never been
received. Please contact the TelePacific CTSC for sites that
have been visible in the iINOC for more than one week that
are in this condition.

Green | Site is currently connected to | Normal operation.
the VPN and data is being
gathered successfully from
the device for all installed
interfaces.

Yellow | Site is currently connected to | This may be caused by disconnected or faulty cables, bad
the VPN, but has reported an | hub or switch ports, or physical hardware failures. For
alarm on one or more equipment provided by TelePacific, please open a trouble
interfaces or monitored ticket with our CTSC and be prepared to assist with trouble-
parameters. shooting procedures. For equipment we do not provide,

refer the issue to your internal support personnel.
Additionally, low availability percentage, high latency, or
high utilization may also trigger this status. View the
detailed device statistics by selecting the “View WAN
Device” to determine the specific cause.

Red This site is currently not This may be caused by the failure of the installed
responding to SNMP polls equipment, the circuit connecting this location to the VPN, or
and has done so in the past. a failure within the core network. Please open a trouble

ticket with the CTSC and be prepared to assist with trouble-
shooting procedures.

iINOC Welcome Package 4
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View Sites

The following image illustrates the View Sites option:

This image lists all of the sites that are configured for monitoring in the INOC. Please note that
this may not reflect sites that have been added to your VPN immediately following installation,
since there is a separate provisioning process that is only initiated following a successful circuit
turn-up. Sites are initially listed in alphabetical order based on the name assigned to the site
(which you may set using the “Manage Sites” option).

You may sort or display the sites monitored using a variety of options using the pull-down
menus and check boxes on this screen. The sort options may be selected with or without a
display option or check-box selected, and the display will depend on the combination of both
pull-down menus and check boxes simultaneously.

The “Sort by” menu changes the display in the following way:

Sort By — Site Status lists sites based on their status. All red sites will be listed, followed
by yellow, green, and blue sites.

Sort By — Company Name lists sites in the order of the company name that they have
been assigned in the INOC. For any given company name, sites are then listed in
alphabetical order based on site name.

Sort By — Site Name will list all sites in alphabetical order by the name assigned to the
site.
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The “Display Sites” menu allows you to change the sites displayed in the following ways:

Display Sites — All Sites will list all sites connected to your VPN.

Display Sites — Active Sites will limit the sites shown to those that have responded to
SNMP polls in the past. This does not limit the display to sites that are currently
reporting a green status, and will include any sites that are currently either yellow or red.
Display Sites — Site Outages will only display those sites that are currently reporting a
red status. This allows you to quickly locate sites that are not connecting to the VPN
properly.

Display Sites — Non-active Sites will display any sites in a blue status. In other words,
sites that have been added to the INOC through the provisioning process but have yet to
respond to an SNMP poll.

The Check boxes modify the display by either automatically displaying or hiding the detailed
reporting of each site status and performance. When this check box is clear, all sites will be
displayed with a summary of their status and information, and will not provide detailed statistics
or utilization graphs. When this check box is filled in, the details for each individual site will be
displayed by default. Any individual site may have its details displayed or hidden by clicking on
the appropriate button in the site’s summary information. “Hide WAN Device” will collapse the
display for a site to the summary only, while “View WAN Device” will display the detailed
statistics and usage graph.

The “Display All Site Devices” check box will display both site information and the status of any
other monitored devices that are being tracked by the INOC. This would include servers,
switches, routers, or other hosts connected to the LAN at an individual site. At this time,
TelePacific does not offer these monitoring services, although this may be added to the VPN
product family in the future. Therefore, this feature will not affect any current displays.

Finally, you may set a given view as the default view you will see when selecting the “View
Sites” option by clicking on the “Save as Default Settings” button above the check boxes. This
will cause your current selections in the “Sort by,” “Display Sites,” and check boxes to be saved
as the default view when you first select the “View Sites” option for any future connections to the
INOC. This setting is configured on a per-user basis and tracked for each individual INOC user.
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From this screen, customers may view their site statistics by clicking the “View WAN Device”
button.

The following will be displayed:

On this screen, you will be able to monitor the following network statistics:
Status Description (What does this mean?)

Availability This is measured utilizing ICMP polling of the router or
access device. This will be measured in percentages 0%
meaning all packets have failed to reach their destination
vs. 100% where all packets have reached their
destination.
Average Latency The latency will be measured in ms (milliseconds) from
the TelePacific core to the customer device and
represented below the graph.
Bandwidth Utilization In / Bandwidth will be represented in the graph as either
Out inbound or outbound. The inbound portion of the graph
is green while the outbound portion is represented by the
red graph. All traffic is measured in “bits per second” and
will be represented in the graph showing both at the
same time. The polling interval is five minutes per
device. All devices are polled at random times initially
then set to repeat in five minutes to avoid unnecessary
broadcasting of packets flooding the network.
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View Sites

The next Network Management item is
View Site Outages. Here is an
illustration of what you will see if one of
your sites is down (or simply not
accessible by the reporting tool):

Manage Sites

This screen allows you to change the Site Name and Address associated with any of your
locations. The following is an example of Manage Sites option:

From this page, you can
select “manage.

Here, the site name and address can be modified.
Simply make the applicable changes and select
“Update”.
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Hosted Services (Manage Dial-up)

Through Hosted Services you will be able to manage your VPN Remote Access accounts.
From the Management Tools menu item, select Hosted Services and then click “Manage Dial-
up”. While this is not a dial-up service, this is where you need to go to manage your VPN
Remote Access user accounts. The following image will appear:

For first-time VPN Remote Access customers, this is where the VPN Remote Access client can
be downloaded. Here is a description of what this screen includes:

Item Description (What does this mean?)

Dialup This service is not available. Please ignore this
information.

iIVPN Remote Provides information on the number of VPN Remote

Access accounts you have ordered, activated and are
available for activation.

Total Licenses(s)

Reflects the total number of accounts you requested.

License(s) Used

Reflects the total number of accounts that have been
created and are active.

License(s) Available

Reflects the total number of accounts that are still
available to activate.

Manage

This is where you are able to view the accounts that
have been created and are currently active. It is also

where you can manage user accounts and passwords.

Activate

This is where you are able to create and activate new
accounts.

iINOC Welcome Package 4
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Activate New Account
This is where you are able to create and activate new accounts for Remote Access users.
Select Activate (the following screen will be displayed):

To create a new account:

1. Enter the desired user name and password.
2. Select the “iVPN-Remote” check-box.

3. Select Activate.

Once these steps have been completed, the user name should appear below, along with the
other user names that have been established.

Manage Accounts

Now that the required user accounts have been created, the “Manage” accounts section will be
used more frequently. Here are the instructions and screen shots for managing VPN Remote
Access user accounts:

1. Select Activate (the following screen will be displayed):

2. Select the user account that requires a change (the following screen will be displayed):
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From this screen, the following actions can be taken per user account:

Item

Description (What does this mean?)

Change Password

Enables you to change the password for the applicable
user.

Disable Account

Enables you to temporarily deactivate an account
without having to remove it entirely. This may be used
for certain individuals who are on leave or only need
periodic access to the company’s VPN.

Delete Account

Enables you to delete a user account entirely, which
would be typically used for an employee who has left the
company.

Change Password

Enter new password twice and the select “Save”

iINOC Welcome Package 4
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Disable Account

Select either...

Description (What does this mean?)

Item
Yes, | would like to disable To disable an account, but retain the account
my account information.

Do not apply any changes

To do nothing.

Delete Account

Select either...

Description (What does this mean?)

Iltem

Yes, | would like to delete To delete an account.
my account

Do not apply any changes To do nothing.

iINOC Welcome Package 4
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Instructions when starting out with VPN Remote Access:

1.
2.
3.

4.

Go to Manage Dial-up from the Management Tools menu item.

Confirm the number of accounts ordered matches Total Licenses.

Download the VPN Remote Access client, by clicking the “Download iVPN Client Software
(Network-based Service)”

Select Activate

Create the applicable user accounts. TelePacific suggests using a standard username and
password when establishing the accounts for simplicity purposes.

Once all the accounts have been created, provide (via email) each user with their user name
and password along with the client downloaded in step 3.

Each user will need to install the VPN Remote Access software. Once each user has
completed these steps, they will be ready to connect.

Important Point about VPN Remote Access User Accounts

For security reasons, TelePacific will not provide and/or reset passwords to individual VPN
Remote Access end-users because TelePacific has no ability to validate authenticity of the user.
Therefore, the individual VPN Remote Access users must contact their INOC administrator for
assistance.
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Contact Us

The Contact Us menu item provides various TelePacific contact numbers for:
Main Number
Sales
Customer Care
24-hour Maintenance and Repair (CTSC)
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